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Approved For Release

CENTRAT, INTELLIGENCE AGTNCY
Washington, D. ¢,

ADMINT STRATT YR, INSTRUCTY 13 Pebruary 195,
No: ﬂ

SUBJECT, Security Approvy), for Employment Interviews

1, Discussions of employment s beyong &enera), preliminary Interviny., ;
shoulq not be helq with any applicant without prior approval op the
Inspection and Security Office,

3. Exceptions to thig requirement nay be approveg for jnterviews
for Specific bositiong by the Assistan'b Deputy (Inspcction and Security).

b A.pproval for employment interviews does 0% waive necessity
Tor finai Securjty approval op the individual in the event he ig selecteq
for employment.

o IR 4
“ VIA;RDP'S‘I-DOHSRQOM9991‘090. i
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) RESTRICTAD

CENTHAL INTELLIGENCE AGENCY
“ashington, D. C.

STATINTL |

ADMIUNTSTRATIVE INSTRUCT ION 2 February 1950
HO. : 1 ‘

i SUBJECT:  Awards from Foreign Governments.

REFERENCE: Memorandum from the President on nbove subject to Heads oft
; Executivo Departménts and Betablishments, dated 6 January

: 1950 (copy utbtached).

L.

Paragraph 1 of the reference requires the following action on
the part of CIA:

Any employee bendered a gift, decoration, sward cr any other
thing by a foreign goverument while employed by CIA will ilmmediately
prepare a report of such for transmibtal through his Assistant
Director or Staff Chiof to the Chiel, Inspection and Security Staff.

2. The Chief, Inspection and Security Staff, will review such data,
toke any notion consistent with CIA polic:- and security and, if appropri-
ate, preparc the required report for +tie Sseretary of Stote.

3¢ The report will be submitied to tho Director in suflicient bime

to enable signabure and delivery to the Department of Statc by 50 December
of each year.

S L+ Deta on any case now pending for considerstion by the current
i session of the 8lst Congress should be procéssod immsdiately bo the Chief,
j Inspection and Securisy Stalf, who will prepare any required report for
action by the Director not later than 15 February 1950.

FOR THE DIRSCTOR OF CENTRAL IS§TELITGLNCE:

i

STATINTL
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Acting Executive

Attachment: Memorandum from the Presideant, dated
6 Jahuary 1950.
DISTRIBUTION: . ;

N
wy CIA ZNPLOYS IS

REJTRTOTRD

)0728R000100010004-9

bgrinl s o s

i ot it




Apbroved For Release 2003/01/13 : CIA-RDP81-00728R000100010004-9

THE WHITE HOUSE
WASHINGTON

January 6, 1950

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS:

Except where other procedures are authorized by law (as, for example,
in the case of personnel of the Armed Forces under certain circumstances),
each department and establishment hereafter will comply with the following
procedures with respect to requesting the consent of Congress for thelr per-
sommel to accept gifts, decorations, awards, or any other thing tendered to
them by a foreign government:

1. Annually, in the month of December of sach year, each agency will
compile and transmit to the Secretary of State a Iisgt of all active, former
or retlred personnel for whom the Department of State, under the provisions
of the Act of January 31, 1881 (U. S. Code, Title V, Section 115), is holding
decorations, awards, medals, gifts, orders, or any other thing tendered to
such personnel by foreign governments and for the acceptance of which the
agency deslres to request the consent of Congress., All necessary supporting
documentation will be submitted with the 1ist and will include the full name
of the reciplent, the name of the donor government, the name or title or other
ldentification »f the thing to be accepted and such other information as may
be deemed pertinent.

2. ‘The Secrestary of State will cause consolidated lists to be compiled
by departmente in the form of an omnibus authorizing b1ill which i1t will trans-
mit to the Congress as the situation requires, but in no event oftener than
once during each session of the Congress, provided, that with respect to re-
tired officers or employees the provisions of the Act of June 27, 1934 (U, S.
Code, Title V, Section 115 (a)), shall apply.

3. Each department and establishment will be prepared to provide, on
behalf of any individual, such further information as the appropriate Com-
mittees of the Congress may require with respect to any award tendered to
such person,

Lk, Before submitting any consolidated list to the Congress, the Secre-
tery of State will cause the 1list to be reviewed in order to ascertasin whether
there be any obJjection to the acceptance of any award therein proposed from
the point of view of the foreign policy of the United States. . If there be
any such obJjectlon, the matter will be referred to the Presiden
cision,.

3 de=-

2003/01/13 : CIA-RDP81-00728R000100010004-9



A
pproved For Release 2003/01/13 : CIA-RDP81-00728R000100010004-9 |

.,A»m'?-m f
' GONFIDENTIAL
| : CENTRAL INTELLIGENCE AGENCY
! : : ) : o Washington, De Ce
25X1A Db 1 STRATTVE INGIRYCTION 15 Fobruary 1950
; 10, | SR

YUBJECT : classified Contrast Security

1. 'Thispinshrudtion osbablishes special procedures normally involved
in procuring squi pment ard services through ¢lassified conbractse

2. pbntrddﬁbr Glvarance

g, When o nood oxisbs for piveuring classified eguipment or
services, procuroment of intellipence information excepted, the
Assisﬁantfbirectof'or gtaff Chief conocerned shdll, prior to contact
with pfospeobivé contractors, consurrently notifys.

(15 he -Conbracting officer of the ngtuﬁé of the equipment
or services reduired and tousult with the ‘Contrachbing Offiover

with respect Lo prospeotive sontractors gvoilable as sources of
procursmehtu '

(2) The Inspection and Security Steff of the sensitivity,
and, if the projeéct will be submitted to the Projects Review
Cqmmithee; the approximate dete of the hearinges

b The Contracting Oflicer wille

i : (1) Obbain Personnel Security Questionnairest(NME Form L&)
{rom a1l contractor employees with whom' the project will be
disoussed and forward Lhem to the Inspection and'sécurity staff,

(2) Prior’to furnishing classified meterial or information
. to a contractor, the Contracting Officer shall require the con=
yractor to exeoute an appropriste Sgerecy Agreement.

- (3) When a contractor 1s selected the gontracting Officer
will provide him with a copy of the ‘CIA Security Requirements

i

for Contractors and sdvise him of the importance of maintaining
orA security standards. e

Ce The Chief, Inspection and Security staff, will:.
. (1) Roview the security olagsification of the project end
advise as to its Titness.

-1~
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CONFIDENT IAL

(2) Conduct security investigations to establish clearance
or non-cloarance of contractor employves mentioned above, obtain
oredit rating end general reputation of prospoctive ocontractors
and will forward appropriate information to the Contraoting
officer.

% Porsonnel Clearance

ne When the Contracting Officer is roasonably certain that a
contract will be awarded, he shall obtain from the contractor, and
forward to the Inspection and Security Staff for action, Persomnel
Security Questionnaires covering all persons who, will be directly
concerned with the project or cognizent of its nature. When the
contract bocomes effective, and thereafter, the Contracting Officer
will obtain from the contractor end forward to.the. Inspection and
Security Staff Personnel Security Questionnaires covering additional
personnel not previously considercd who may become aware of the project.

b. The Inspection and Security Staff will‘infgrm.the Contracting
officer of the results of seourity investigations, that is, whether
clearances are granted or persons are not approved for employments
The Contracting Officer will advise the contractor of security olearances
issued. Inspection and Security Staff in coordination with the Contract-
ing Officer will notify the contractor of non=clearances.

¢e Tho Contracting Officer will notify Inspection and Security
Stoff when the employment of contractor personnel is-transferred or
termineted and, if for cause, tho reasons“therefor;

Ly, Physical Inspections

When a sensitive classified contraot is‘dwarded, or upon request
of the Contracting Officer, the Inspection and Security Staff shall review
aveilable information end if necessary physically inspect the contractor's

~ plant to determine the nature and extent of security precautions required

to meek CIA security standards and submit a report of findings.

5. The CIA Sacﬁf;ﬁ&*Requifeménts for Oontractors and the Secrecy
Agroement will be incorporated. into the contract by reference and made &
part thereof.

6. The Contracting. Officer will advise the Inspection and Security
Staff when a contract is completed or terminated. After o oontract has
been completed or terminated & new security clearance is required for
subsequent contracts.

7. The Inspection and Security Staff will notify the Federal Bureau
of Investigation of the security .features of eppropriate classified contracts.

D
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8. Rogquest for any exceptions to the provisions of this Instruction
will be submitted to the Executive with appropriate Jjustification.

FOR THs DIRECTOR OF CENTKAL INTELLIGENCE:

25X1A i

Exsocutive

Attachment: CIA Security Reguirements for Contractors

DISTRIBUTION: A.
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CONFIDENT TAL

CILA SECURITY REQUIREMENTS FOR CONTRACTORS

The following informatbion, security mesmsures and safeguards are pro=-
vided for contractors in order that they may establish practices. and pro=
cedures which will insure adeoquate protection fer information, maeterial,
or equipment of a classified nature perteining to contracts with the Central
Intelligence fgonoy. : N :

I.  SHOURITY CLASSIFICATION ' :

1. "Security Classification" is a means of indicating the sensitivity
of information, material, or oquipment which is to be protected, Security
classification is identified by one of four designations, namely, "Top
Secret", "Secret", "Confidentinl", or "Restricted"™. ' Material bearing ony

- one of such designntions is generally referred to ‘s "Classified",

2, Classified information, matérial, or aquipmene shnll not be dis-

- cussed with or mede known to.unauthorized persons.

3. One of the cardinel principles of security is to restrict the
knowledge of classified information only to those persons who must have
it. No one should know of classified matter unless he noeds to know.
Specifically, with rospect to classified CTA contracts, it is emphasized
thet knowledge .of .bhe.nssocintion of (TA with the contract is in all cases
one of the primery classified features which must be restricted %o the
fewest persons possible, . - ¥

L. Thé‘ruies”set out herein have been made for the purpose. of prevent-
ing the knowledge of classified informetion from being gained, either through
carelessness or intent, by any unauthorized person or persons. ’

IT. PERSONKEL

1. The donbractor will submit immediately, upon request by CIA,
Fersonuel Security Questionnaires to provide information necessary for
security clearaunce, in accordance with CIA standards, for all employess
who will heve knowledgs of the contract or will have mccess to'.classified
moterial or information rélating to the contract., The number of such
persons will be kept t0 & minimum and an accurate record of their identities
maintained. ‘ . "

2. At any time during the .course of a classified conbract whon it is
determined that new or additional employees or executives will be required
to have access to or knowledge of classified.material concerning the con-
tract, -Personnél Security Questionnaires will be submittéd from such person=-
nel without delay by the contractor to the CIA -Contracting Offiecer,

“le
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'

3¢ The Contracting 0fficor, CIA, shall be notified immediately upon
tho transfer, for cause, of an’employes from work. concerned with s elaggi=
fied contract, or upon the tormination, for cause, of the employment of
any employee who has knowledge of a CIA classifled contract, with n state-
- ment of the reasons for such.transfer or termination,

e The Contracting Offioer; CIA, shall be notified immedintely in the
. event of labor disturbancos which might affect the contract, ‘

5¢ In theo event of ony impending aotion which might result in seizure
- or litigation aifocting the security of the conbract,..the Contracting .
- Offieor shull be immediately notified,

e Ge Contractors shall maintain odequate control of “the movements of

‘ omployeus and visiters to insure ‘that only suthorized persons have ncocess

to the restricted arcad and to classified material, équipment, or information
‘rolating to the contract. The metheds of insuring such control will vary,
depending upon the size, organization and physical layout of the plant and
the classification of .the: project. In large organizations, personnel engaged
on CI4 olassified projects shall be provided with a means of identification
to gain access to restricted areas,

- Te ALl overtime work must be properly suparviﬂg'ed to insure appropriate
security safeguards, - , B : ‘

‘

TII, PROTECTION OF CIASSIFIED IWFORMATION, 'DOCUVENTS, WATERIAL AND EQUIFYENT

1. In view of the wide differences in organizetion, arrangement -and
physical malke~up of individual plants, no specifio requirements pertaining
to those Physical protection measures, such as. fehces, identifiocation
systems, alarm systems, floodlights, fire prevention and fire fighting
- measures, etce,. are set out hereine 'Bach contractor will provide such
protective measures as are considered appropriate by the Contraocting
Officer or Inspection and Security Stoaff,

. 2. The following ‘requirements are consideréd to be the minimum +o
aflord ndequate protection for the majority of sensitive contracts, Modifie
cetion of some of thesé requirements may be grantéd by written authorization
from the CIA Contracting Officer whenever such modification appears to be
warranteds In the cose of. "Top Secret" contracts, special indoctrination
will be given, : C

8. Entrance to and egress from o plant or restricted area thereof
shall beé strictly controlled at all times to admit only authorized
personss The names of authorized visit‘_ors will be recorded,

. be' Local tonditions at the plant, such ds 'physical make~up and

the classification of the project, will deteérmire ‘the necessity for
guard service, Merchant service patrols are not considered sdequate

-Da.
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CONI'TDENT TAL

protection in cusos where twunty-four hour puard gurvice is deumed
necossary,  In somo instancwss protection during nor=working lours
by an alorm systen approved by CIA will ba sonsidured adequate whore
twonby-four hour puard service is consldered necessary.

c. Employsvs shall bo warnod againgt discussing ony phase of the
contraot or their work with any unauthorlzed person or in the prosence
ol such a peorson, ’

ds Telophones will not be uged for the dlseugsion of matbors per-
tuining to classified projects unless absolutoly necessary, If it
bocomes necessary o use the tolophone, groat dare must be talen so as
not to disclose olassified information, : '

¢« Pursons other than authorized employeus of the contructor, such
a8 prospoctive sub-coutractors, consultants, salesmen, etcs, will not
bo given informetion or have access to documedts, materianl or equipmoent

pertaining to a.classified contract, except on written suthorizstion of
CIA. :

fo All correspondence and documents which divulge classified
~information relating to the combrach must besr the same classification
a6 the contract, The cluszification "'op Secrot", "Seeret™, "Confi-
dential", or "Restricted" must be stamped or typed at the top and
bottom of each page of every document so classifisd which is not
permanently bound or fastoned, Pormanently bound olnssified documents
need only be marked as to security classification on the front ang
back covers, title page, and first and last pages,

ge All classified documents, material or equipment, except

"Restrictod" must be stored in vaults, safes or cabinets which are
locked with %-way combination locks or approved equivalent.  Guards
or other acceptable protective measures shall be provided for clagsi-
fied items which are required to be so stored but which are too large
to be contained in safes or vaults, "Restricted" documents, material
or equipment mey he stored in ordinary £ilé cabinets, desk drawers,
obeo If approved storage facilities described above are not readily
available or if it is-impracticable to procure them, the Contracting
Officer should be motified immediately in order that spocific attention
moy be given the problem, R

he Material or equipment, of a nature requiring classification,
but on which it is impracticable to stamp or affix a clagsification
designation, will be protected, neverthelesss, in the manner proscribed
above for such classified material or equipment,

ie Employses will not leave rooms unoccupiod at any time if classi-
fied documents, materinls or equipment are exposed., If it is necensary
to leave a roon unoccupied, all classified materinl must fire* 1. se=
curely locked in the proper sofeguarding cquipment.

-F-
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Jo No employee will permit olassified papers to be oxposed in
such n fashlon that they could be read by unauthorized persons,

ke Combinations to safes and cabinots in which classified materinl
is stored will be furnished only to those persons who are required to
have somes  Faotory combinations will not be useds The combluntions
should be ohangud periodically and in all instances whon an employee
having knowledge of tho combination leaves the employ of the contractor
or is transferred to a position in which knowledge of the contract
information is no longor necossary,

l. Possossion of koys will be restricted to the minimum numbexr
ol' persons practiceble fon efficient operations and a register shall
be mainteined of the distribution, The return of all keys shall be
required at terminetion of employment on the ocontract., If necessary,
due to key losses, locks will be changed,

Me A systom of "chargo-out" rocords shall be established where
practicable for all classified documents or material iaken from their
storage depositories. Such charge-outs should be checked at the close
of each.work day to insure the return of nll charged out material,

ne Copies of all classified documents relating to CIA contracts
must be held to the minimum consistent with operational necessity,
Inter-office distribution shall be effected when possible by ciroula-
tion of oné copy with assurance that it is returned to the proper
depository, B i : ‘ '

0. At the close of each work day o security check of the premises
must be made by a responsible employee to insure that all classified
material has been properly stored and that, all repositeries are properly
locked. . s

Pe In case of loss of compromise of any classified dooument,
material or equipment +the Contracting Officér shall be notified
immediately, =~ . . °

Qe Preliminary‘drafts, copies, carbons, stencils, stenographic
notes, worx sheets, spoiled copies, and the. like, pertaining to
classified matter, until properly disposed of, must be safeguarded
in the same manner as clagsified documents., The disposal of such
material should be by burning, under the supervision of a responsible
porson. - Care should be taken not to allow such material to be put
in waste baskets and handled in the ordinary manner of waste disposal,
Adequate protection of wire, wax and other similar recordings of
classified ihformation must be afforded until the classified information
is removed, - -

L=
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Xe An oppropriate Secrecy Agreement will be signed by each con~
tractor at the appropriate time, depending upon the circumstances and
the nature of the preject or controct.

Ye. If a question arises comnce

rning appropriate security practioce
it should be referred to the Contr

acting Officer for advico,

3+ Whenever CIf considers it advisable

» security inspections of
contrectorts promises will be made.

254
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lie  The Federal Bureau of Investigition will be notified by CIA of
"the exigtence of classified coutracts. FBI representatives may be expectod
to call upon contractors to establish lisison ocontacts for use in the event
"of emerggncy or compromisb of informetion which would throuten the security

of olmsuified informution, doouments, m&tcrlals or equipment invelved in the
oonhraotp

5. Effeotive security is largely a mattor of habit and good judgment.
Daily operatlons: should be performed in such a manuer that seourity at no
tlme will be compromised. It is not intended, nor is it considered desira-
ble, that these Security Requirements in thelr entirety be distributed to
all.employess concerned with the classified contract. llowever, it is the
countractorts reosponsibility to insure that eamch employee concerned with the

contruct is thoroughly indoctrinated with those provisions which are appll~

oable to his participation in the project and signs a Secrsoy Agreement in
apgropriate cases as debermined by the Inspection and Security Staff,

6. The contractor agreos to insert in ell uub—contrqcts under this
contract involving knowledgo of the classified material,:provisions which

shall conform substantially to the language of the securlty ‘requirements
set forth herein.

bm
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RESTRICTED

CENTRAL INTELLIGENCE AGENCY
Washington, D. C.

f ADHINISTRATIVE INSTRUCTION 4 October 1949
STATINTL NO.

SUBJECT: Teking or Giving of Unofficial Study Courses
by Persons Employed by or Assigned to CIA

1, Pending revision of CIA Security Regulations, authority for
approval of applications for the teking or giving of unofficial
coursecs of study submitted by persons employed by or agsigned to
CIA is delegated as indicated below:

a. To the Chief, Inspection and Security Staff, when the
application covers courses having a bearing on intelligence
activities, e.g., international politics, economlcs, langusages,
etc, or courses to be taken or glven in the smeller tutoring
type school.

b. To hssistant Directors and Staff Chiefs concerned when
the application covers courses other than those indicated in
poaragraph "a" sbove when in their opinion no sccurity implications
are involved. The application and a copy of the letter of
approval will be forwardsd to the Inspection cnd Security Staff.

‘ 2. The Inspection and Security Staff will be consulted in those
~ cases where o question arises regerding security implications.

3. Any provisions of the CIA Security Regulations, dated 15
August 1947, in conflict with this Instruction are rescinded.

FOR THE DIRECTOR OF CENTRAL INTELLIGENCE:

STATINTL

" Executive

DISTRIBUTION: All CIi Employees

£ RESTRIGTED
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CENTRAL INTELLIGENCE AGENCY
Washington, De C.

ADMINISTRATIVE INSTRT_CEl 10 August 1949
No., '

SUBJECT s Authorization of Couriers and Guards te Carry Firearms, ..

RSFERENCE: Central Intelligence Aot of 1949, Publio Law 110-81st
Congress, approved 20 June 1919,

le Under reference law, couriers and guards are authorized te.
oarry firearms when engaged in transportation of confidential docu-
ments and materials affecting the national defense and security.,

2s The following general policies will apply:

aes Authority is limited to those instances involving risk
ar danger of theft,

be Normelly, couriers in the Washingten Metropolitan Area
need not be armed,

o« Carrying persenal firearms while on official business
is prohibited, '

3¢ The Chief of Inspection and Security, aoting for the Director,
is responsible for:

ae Authorizing the carrying of firearms in each onses
be Issuing necessary credentialse

0s Assuring the individual's famil: arity with the weapon
from official records or thruwgh training. An issue of up to
100 reunds of ammunition per individual for training is hereby
adthorized,

de Assuring that arms and ammunition are returned daily,
immediately after the trip for which issued, or as soon as the
need no longer exists,

8¢ Instructing all persens in civilian elothes as to con-

coalment of arms, Militory personnel in uniform will comply with
service regulations,.

fe. Coordination te insure proper accounting and maintenanece
of arms and ammunition,

1=
C=Q=N=F=I=D=E=NeT=I=A<],
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Lis Assistant Directors and Staff Chiefs will:

ae Furnish to the Chief of Inspeotion and Security (with
justifiocations)s

(1) Nemes and assignments of individuals and alternates
required to carry firearms either on a oontinuing basis, fre-
quently, or occasionally by specific request.

25X1

b, Issue the necessary instructions for the use of firearms
outside the United States,

0e Refer to the Chief, Inspection end Security, any request
for exceptions to the provisions of this Instruotion,

5, Nothing herein applies to thé officianl use of firearms for author=-
ized operational or training purposes, or to the puthorized arming of couri-
ers or guards outside of the United States.

é&‘ibﬁ’ﬂﬁdd»ﬂéﬂ"- o
« H, HILLENKOETTER

Rear Admiral, USN
Director of Central Intelligence

DISTRIBUTION: A

-
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CENTRAL INTEI;I‘)IGEN{DE AGENCY
Washington, D, C,

ADMINISTRATIVE INSTR‘ILGEl- 30 June 1949
No, :
SUBJECT: Seourity Violation Penalty System.
1. A guide fs'or the :ﬁnpcsition of penalties for vioiatj.on. of CIA
security regulations is given below:
a, First Violation: ‘
(1) Verbal reprimand by division or higher chief and
warning of possible consequences of further violations,
(2) Security-check duty for one weekb‘under direction
of ‘the appropriate staff:duty officer, ‘
b Second Violation:
(1) Written reprimand and warning by Asgistant Director
or Staff Chief, ‘
~ (2) Security-check duty for two or more weeks under
direction of the appropriate staff duty officer.
'c. VThi,rd Violation: ' '
(1) Suspension without pay for a period not less than
~ one week and not more than four weeks,

(2) Written warning from the Personnel Officer as to
consequences of a fourth violation,

de Fourth Violation: Termination of employment with CIA,

‘ 2,. The above guide will not be & bar to immediate termination of
employment .due to any security violation considered sufficiently serious
to warrant such action,

; 3« Security violations will be-reported in writing, by branch chiefs
or officials holding similar supervisory positions, to the Assistant Diree-
tor or Staff Chief concerned, ineluding:

a. Name of offender and nature of violation,

be Opinion as to seriousness, and whether carelessness or
negligence were involved,

c. Statement by thé of fendor,
rl-
" R;E;S-?'R-I-O'T-E:B:.
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ds Reooommendation of penalty.,

he ae Assistant Diroctors and Staff Chiefs will detormine serious-
ness of offense and whothor a penalty should be imposed, and will
direet Imposition of first and second violation penaltioa when appro-
priate,

» b, Recormendation for imposition of third and fourth violation
ponalties, or dismigsal for other than a fourth violation ponalty,
will be forwarded to tho Poxsonnel Qfxicer with all papers on the
case concerned, o Lo

5, ae Thoso instructions shall apply to personnel detailed to duty
with CIA from othor governmont agoncies exespt that the rolief of such
an individual from duty with CIA and roturn to his parent agency will
be rocommendod in lieu of susponsmn or tormination of employment.

be Such an individual may olect to requout roference of his case
to the agency from which detailed rather than accept the penalty pro=
scribed by paragraphs.l. and b,  In such a case a roport of the circum-
stances will be forwarded through the Executivo for rofcroncc to tho
appropr late agency, :

6. Assistant Dircctors, Staff Chiefs and the- Porsonncl Officer are
charged with informing the Chief of Inspection and Security of findings and
punitive action takon by them in comnection with cach security violation for
which penaltics arc imposed under those regulations,

7. As an incentive toward security-mindedness in the individual, and

- in order to remove a burden from the individual who has elearly domonstra~

ted that he is no longer a risk with respect to physical securlty matters,
the following oxceptions to paragraph 1 are dlrocted.

a, If the first violation occurs on a date more than two years
after an individual first enters on duty with- CIA, the particular pro-
visions of paragraph 1a(l) shall not be applicd. ' -

o If an individual serves two continuous ycdrs without a sccu-
rity violation, any or all violations which he committed prior to the
‘cormenoement of said two yoar poriod shall be stricken from the rccords,
insofar as the .application of this Admlnistrat:we Ins‘crucmon is‘con-
ccrned, .

8. Assistant Directors and Staff Chiefs will irnform their employees
of thclr security rccords under thls policy.

FOR THE DIRECTOR (F CENTRAL II\T‘I'ELLIGEI‘:CE:

STATINTL

ixecutive

-,

DISTRIBUTION: ALL CIA EMPLOYEES.,
« + Re=EuSeT-RwI=C~TeE=D.
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CENTRAL INTELLIGENCE AGENCY
Washington, Di C.

ADHINISTRATIVE INSTRUCTTIUN 3 January 1949
NO.

SUBJECT: Physical Penetration, CIA Buildings or Areag-~
Employee Action,

1, Vhen an employee discovers evidance or indications of
forced penetration of a CIA building, area or safekeeping equip-
ment, he will take the following actions at once:

a. Oecure the room or area, barring all personnel.,

b, Lock the dwor or arrange for an office employee to
stand guard over the door if a key is not readily available,

ce fefrain from touching or disturbing the equipment,
documents, building features or tools involved,

d. Call the Chief, Inspection and Security, his Depu-
ty, or the Chief, Security Branch, I. & 3,

€o Take no further action pending arrival of a
Security representative,

2. These actions are necessary in order to preserve possible
fingerprints or other potentially vital evidence 3 furthermore, they
will permit a Security representative to be present when the ap=-
propriate members of the operation involved conduct the survey to
determine whether any classified material is missing or has been
disturbed.

3. Frompt action in securing the area and in reporting the
penetration will permit Security representatives to make an im=-
rediate and thorough investigation,

FOR THE DIRECTOR OF CENTRAL IWTELLIGENCE:

mxecutive

DISTRIBUTION: All CIA Empleyees
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CENTRAL INTELIIGENCE AGENCY
Washington, De C.

ADMINISTRATIVE INSITRUCTION 13 October 19h8
NO.

SUBJECT: Top Secret Control Pracedures

STATINTL Paragraph'”i, Administrative Instruction |:| dated
I 3 tay 1918, is changed to read as follows:

"7, The Assistant Directors for Special Opera- .

tions and Policy Coordination shall designate a

Top Secret Control Officer for thoir 0ffices and
shall establish adequate procedures for handling

Top Secret material for all of thelr activities.

The policies and procedures nrescribed above will

be followed as a peneral guide where operational
conditions permit. "

FOR THE DIRECIOR OF CENE_‘M;L INTESLLIGENCE:

STATINTL

~ Executive 10T
Adirinistration and lManagement

DISTRIBUTICH: A
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STATINTL SUBJECT: TopSecretConﬁrolprocedures A

1. The purpoge of this Instruction 1s to supplement CIA.S_ocurity:
Regulations -dated 15 Auguet 1947 &nd ‘to:‘establish-a, greater degree of " ...
control for'4ll material olassiried ag Top: Secret, Effective 17 May T
1948, the orgarlzation and procedures for Top Secret ‘controls within the.. .
Central Intellidence Agency are as folléws: * L Y

2. Top: Secret Controls ' T BRI L
oy Seutral. Top Seatiet Cont#ol is' established in the Spicial fig:
tribution Section ot Central Records Division, Services Branch, AgM,

which will be the éentral office of record for all Top Secret material

processod within ‘the Central Intelligence Agency and will oxercise I
functionel: supervision over agency Top Secret control measures. The .-
Top Secret. Control Officer, CIA, is charged 'wi_th':sgpérvie;on of the ...

Central Top Secret Control .

.. SN

b. Area Top Secret Controls

(1) Area Top Secret Controls will be established with ap-
proval. of “the Top- Secret Control Officey &nd, the appropriate -
Assistant Director or Staff Chief., The physicael gecurity of
~ the area controls will be approved by the Executive for, Inspec-
‘ tion"ahd “Security, " Ared Top Secret Controels will be limited:in .
number to a minimum corsistent with operdtional needs. The fol-
lowing orgenizational locations 8re suggested: .

Office of the Director

(a)
(b) Advisory Council . ) N .
vt ni(d). Executive Reégistry, AeM' -": . ' - B e
(d) Contral Records, AgM .. « = . v, ~ioiiooni oo,
(e)  Reference Center, AsM e
7 {0)."0ff Ice  of Reports and Betimates . " v " v, - .

(8): 0f£160"0f: Collection and Dissemimatich ™ - it
(h) office of Operations e
. o R et

(2) The Area Top Secret Controls vill be administered by

Alternats Top Seéret-Control “Off1cérs” specifically désignated: .
for*‘this purpose, Alternate Top Secret: Contirol Officers, who ' "~
; may ' ‘trénsmit end réceive. Top Secret uaterial from. outside agen- B
; - ‘cles," and Asbistant Top Secret Contrsl' Offivers, wlo: may, trang. - -
uit and receive Top Secret materials within CIA will be proposed -
by Assistant Directors op Staff Chiefs. Both Alternate and
'  RESTRICTED
| } : 2
| (6432)
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Agsistant Top Secret-ccntrol'Officera‘wi;l be subject to approv-
al of the Top Secret Control Officer and the Executive for In-
spection and Security.

3. Three standard forms will be used to effect Top Secret. Control:
et Log - (Form No. 38-14, April 1948). ALl Top

<298
Secret materials will be logged at all control polnte within each
area.

a. Top Secret L
i

b. Signature Record and Cover Sheet - (Form No. 38-13, April
1948) .  Fach Top Secret document will be covered by this sheet at
time’ of ‘1tg. entry into or.oxrigln within CIA.. The name of each
individual having accesa to, or knowledge of, the contente of the .
document will be recorded on this shoet. This form will remain at-
tached to the Top Seciet document continuously until the document .
is downgraded, destroyed, o “ransmitted outside CIA, at which time
the cover wheot will be forwarded to Centrel Top Secret Control.

c. Document Racelpt ~(Form No, 38-16, April 1943). This re-
ceipt will be propared four fop Secret material by the Area Top
Secret Control Offiser and will be tranemitted with all Top Secret
matérial being forvarded out,of OTA and will also be used for itrang~
mitting meterial: within CIA when signature 1s not obtained on a Top
Secret Log. .

4. The Central Top Secret Control will: "

a. Allocatie & blook of identifying CIA Top Secret Comtrol for
use in procdessing Top Secret material., :

b, Assign a Top~Secfet Control nymber.to all Top Secretrdocu-
~ ments 1nitially received in Central Top ‘Secret Control, "

c. Provide overall supervisibn and assistence to thé Aréé'dbp
Secret controls. TR : t

d. Maintain a record system.to;enable ready accounting for all
agency transactions involving Top.Secret materials,

6. Periodicglly compile and appropriately distribute current
lists of Agency Alternate uad Assistant Top Secret Control Officers.

5. Area Top Secret Controls will:

‘a.’ Assign & Top Secret. control number .to each; Top Secret docu-
ment originating within.his“area,or<initia1;y received in the area
from ‘a source outside-CIA.. Thig number will become -the officiel CIA
control number’ and’ will be uged to- record. the document at all.control

points within CIA, - ©
RESTRICTED
el
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b. Submit & copy (or transcript) of the Area Top Secret Log to
Central Top Secret Control periodically as required by the Central
Top Secrst Control.

¢. Install and meintain such additional decentralized controls
as are necessary to dlscharge responsibilities for receiving, record-
ing, distributing, reporting, or otherwise processing Top Secret
material within the area in ancordance with this instruction and ap«
plicable provisione of the Securlty Regulations.

d. Maintain a log to fa:llitate immediate location of all Top
Secret material within the area.

o. Indoctrinate area personnel in need for, end operation of,
Top Secret control procedures.

6. Violation< of Security Regulations relating to Top Secret mate-
will be reporied pwonptly to the Executive for Inspection and Secu-

zity, with sisulianeous notification to the Top Secret Control Offilcer of

7. The Assistant Director for Special Operations shell designate a

Top Secret Control Officer for his Office and shall esteblish adequate
procedures for handling . -p Socret material for all of his activities.
The policies and procedures predcribed ebove will be followed as & general
guide where operational conditlons permit. .

| STATINTL

FOR THE DIRSZCTOR OF CENIRAL INTELLIGENCE:

Executive Ior
Administration and Manegement

DISTRIBUTION: A
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CENTRAL INTELLIGENCE AGENCY
Washington, D.C.
l \

ADMINISTRATIVE INSTRUCTION © 17 March 1948
NO. - .

SUBJECT: Control of Personnel Security Files.

l; Qﬁbﬁed below 1s .a-'memorandum received from the White House,
dated March 13, 1948:

"Memorandum to A1l Offlcers and Employses ir the Executive Branch
of the Government:

"The efficient and Just administration of the Employee Loyalty
Program, under Executive Order No.: 9835 of March 21, 1947, requires
‘that reports, records, and files relative to the program be pre-
gerved in strict confildence. This is necessary in the interest of
our national securlity and welfare, to preserve the confidential
character and sources of information furnished, and to protect .
Government personnel against the dissemination of unfounded or dis-
proved allegations. It is necessary also to insure the fair and
Just disposition of loyalty cases.

"For these reasons, and in accordance with the long-established
policy that reports rendered by the Federal Bureau of Investigation
and other investigative agencies of the executive branch aere to be
regarded as confidential, all reports, records, and files relative
to the loyalty of employees or prospective employses (including re-
ports of such investigative agencies), shall be maintained in confi-
dence, and shall not be transmitted or disclosed except as required
in the efficient conduct of business.

"Any subpena or demand or request for Information, reports, or
files of the nature described, received from sources other than
those persons in the executive branch of the Government who are
entitled thereto by reason of their official duties, shall be
respectfully declined, on the basis of this directive, and the
subpena or demandor other request shall be referred to the Office
of the President for such response es the President may determine
to be in the public interest in the particular cese. There shall
be no relaxation of the provisions of this directive except with
my express authority.

"This directive shall be published in the Federal Reglgter.

/S/ HARRY TRUMAN"
(5468)
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CONFIDENTIAL
. . CENTRAL INTEILIGENCE AGENCY
: Lo Waghington, D, C. L .
ADMINISTRATIVE INSTRUCTIO o ) 4 February 1948
v W o] -
25X1A " ‘ PR ‘ -
; SUBJECT: Release or Disclosure of Classified or Unclassified CIA

“Inte;llilgepqe‘MatezjiaJ'. to the Congress of the United States.
1., The fdilbw_ﬁln\g' policy will govern the rqieé'se in writi,ngh, or the

disclosure orally, of CIA intelligence meterial, whether clasgified or

unclagsified, to the Congress, 1ts comittees or individual metmbers:

GENERAL POLICIES S : -

2. Requests by members of Congress for intelligence material
should ordinerily be made to the appropriate department or agency of
primary interest, CIA may properly advise Co‘ngressmen"of‘ the ’depar_t-

ment or agency best abie‘to : c‘omply wlth their requests.

3. Each décis‘ion as to relaase of CIA ;nate‘x\'i_alv to members of the -
Congress will be made on the basis of "the individuel request,

Lk, Releage of intefllige,nce‘material up to- and iﬂdludiné CONFIDENTIAL
mey be authorized by the Director of Central Intelligence » 1n cengonance
with “known, or to-ba-established, ~policigs_of the. National Security -

Council,

5. Release of intelligence "matérialb'v'ith a clagsification of SECRET,
~ or TOP SECRET must be authorized :by the Na*;ioﬁaL'Security Council, on
advice. of the Directo_r.‘ When deemed advisable by the Director, ,intelli-
gence material classified, RESTRIOTED op CONFIDENTLAL: will be referred to
the NSC for authority for releage., - ‘

waterial will be referred initially to tho Office of the General
Counsel., . . . i .

6. 8. Every’roguest Fron the tonghass for 613 thb1igene

© b ‘,u;he‘é:fic'ef,of,ﬂthe_de_nqrgliboﬁnéql will coordinate.with. the
‘Assistant, Director, 0CD, and forvard.1ts iiecbfxiqzépdati,o'n’.inwe'aéh ’
case to'the Executive Director, =~ = - o oooeroni 98
63~ The Assistant Director, 0CD, will coordinate with, and obtain
the. approval - of, .the Pertinent. IAC agency when. any..of the. material
%o e relossed conmes from such, an, agency. . .. | . o

v

. d.‘I’he ExecutiveDirectorwill 1nform f};é,_b‘tﬂ"‘f;i:lc;,:fbf‘:{:hc;Uéénéral
Counsel of the final decision and action to be taken in each case R
and the..O0ffice. of the General Counsel will be.'_x.jeqpops;‘blej..for imple-

~menting the deotston, . [T T T

CONFIDENTIAL =

'
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; RIS & S .

e, Extremo care will be exerciaed ‘not t6 reveal the sources of

intelligence informetion or the techrilqiies or methods used in 1ts
collection. .

f. All classgified material released will bear the following AR
notice: " .

" "This dochment &o‘n’taine informatioﬁ'&ffacting 'the' national

defense of the United States within the meaning of the Espionage

. ji-Act, 50 U.8.C., 31 end 32, as amended. Its tranemission or the

i revelation of 1ts contente " in a.ny manndr to an unauthorized per-
“gon 1d prohibited by, law": . m“t b

\ .
‘:.'

8. Letters trensmitting classified mat.erial will contain a
request that if the material is not required for permanent retention; ...

it be returned to CIA as soon a.s i'b hao‘eerved the ot‘ficial needs
of the recipient. Coe e

. "
..,,,-:.. . l,.,l‘ “ N

" K. Upon requas‘o of the Office of “the General Couneel 4n.a. e
perticular cese, materidl to be forwarded to the Congress will be

sent to the Office of the General Counsel for tranlmiesion to the
appropriate Mamber ‘of Congreas by hand. ;

L

.

) .. Letters transmitting material claseified (‘ONFIDFNTIAL or
"ngher will contain’g’ statement that as long 'as the material. ig

retained by the addressee it must: 'be storad in a three com'bination v
locked safe when not in‘ige.” “''"

Jo. In meking dellverieg of material clessified COI\TFIDFNTIAL
i “or higher, the following notice will be typed on the 1nner envelope-
~ "TQ BE OPENED BY ADDRESSEE ONLY.""
‘ k. Security regula.tione conoerning the procuring oi‘ receipts ..
for the delivery of classified material will be complfed with'by . °
obtaining the signature of either the addreeeee or a responsible
1ndlvidual of ‘his of‘fice staf‘f. L

DISCLOSURE OF INTELLIGENCE MATERIAL BEFORE (‘ONGRESSIONAL COI\MITTEES

]

ORAL

7. ' a. Except for the Deputy" Director, no officer or amployee of
the CIA will give testimony beforé a committee ofthe’ Congress
without prior written authorization fiom the DiFectors: =i

Jb. Except ‘for the Deputy Director, any person’ ‘on duﬁy with,
or employed by, the CIA, if requested to appear ‘before & ‘Eommittes
of the Congress will, without delay, inform the Officé*of* the General
. Counsel, -which office, in turn, will submit its written recommenda-
'tlon to the mreotor for consideration and declsion.

o

CONFIDENTTAL ]
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CONFIDENTIAL
-3 -

8. The requirements of thig dirsctive will be communicated to all
employees now assigned or agsigned in the future to CIA. Assistant
Directors and Staff Chiefs are charged with this responeibility for all
personnel under their Jurisdiction. ‘

N it lhend o
R, H. HILLENKOETTER
Rear Admiral, USN :
Director of Central Intelligence

DISTRIBUTION: A

CONFIDENTIAL
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CENTRAL INTELLIGEICE AGELCY
Vashington, D, C,

ADMIMTSTRATIVE INSTRUCTION 5 August 1949
no,

25X1A .

SUBJECT: CIA Contact Security Policies for Non-IAC Agencies,

RESGISSTON: Administrotive Instruction| | dated 14 July 1947

25X1A
25X 1A | RUFERENCE: CIA Administrative Instruction]mm—_| dated 17 December
; 1948, subject: Operational ILia .

1, The basio security policy and procedures covering overational
liaison contacts are stated below,

2+ The Chief of Inspection and Security will make security surveys
of each non-IAC agency that has noninated a Liaison Clearing Authority
and will currently maintain information regarding security proecedures
followed within these agencies for the safeguarding of classified infor-
mation, Based upon those surveys, Contact Sceurity Policy lMemoranda will
be issued announcing the rules and restrictions covoring contacts with
each agency,

3¢ Each Assistant Director and Staff Chief will issue- intra~office
instructions to earry out the established security poliecies, including
recuired clearance from the Office of Collection and Dissenination,

4e Any proposed diselosure of CIA intelligence material to anyone
other than the individuals named in the remoranda or in a eclassification
higher than that authorized will be cleared with the Chicf of Inspection
and Security prior to such disclosure,

5. Tho informntion contained in tho Contaet Sceurity Policy lomoranda
could seriously emberrass tho Central Intelligonee Agency if it bocame availe
able to unauthorized porsons, . Each recipient will insuro that circulation
is limited strictly to thoso within CIA who must know the contonts in pore
formance of their duties, Thoso nomoranda will not be discusscd or disclosed
in any vay outside CIA, They will be kept in a bound cover in a restricted
file. Any oxcoption will be eloared with the Chicf of Inspoction and Sc-
curity.

FOR THE DIRECTOR CF CEI'TRAL INTELLIGENCE:

25X1A

DISTRIZUTION: A, Exccutive
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1l July 1947

CENTRAL INTELLIGENCE GROUP- /

A
OPERATIONS MIMORANDUM |

CIG QNTACT SECURITY POLICIES FOR
NON=-IAB AGENCIES

Reference: CIG Operations Memorandum dated
19 February 1947, subject: Liaison
Gontacts of CIG With Government Agencies
Other Than the IAB.

EFFECTIVE UNTIL FURTHER NOTICE

1. General policy relating to the establishment of CIG contacts
with agencies outside the IAB group is covered by the reference.
Established below is basic security policy concerning these contacts.

2. 'The Executive for Inspections and Security will make security
surveys of each nbn-IAB agency that has nominated a contact clearing
officer and will maintain the necessary up to date and detailed
information regarding security procedures followad within these
agencies for the safeguarding of classified information, Based upon
these security surveys, hé will issue in the name of the Director a
series of consecutively numbered Contact Security Policy Memoranda,
which will announce the rules and‘restrictions covering all contacts
with each particular agency. These memoranda will be given
sufficient dissemination within CIG to provide guidance for officee
maintaining non-IAB contacts and will be revised from time to time
as circumstances may necessitate.

3. Each Assistant Director and each Staff Chief who reeeives
these memoranda will comply with the following:

3. As appropriate and necessary to his operations, he will
prepard intra=office instructions to carry out in detail the es-
tablished security policies., In drafting any such instructions a
provision shall be made directing individuals establishing liaison with
these agencies to obfiain prior clearance from ICAPS.

B. Any proposed disclosure of ‘CIG intelligence material to

anyori_e other than the individuals named in the memoranda or in a

Loty
(1812) EETAAA
Y
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classification higher than that provided in the particular instance,
will be referred to the Executive for Inspections and Security for
decision in the light of the particular circumstances, e.g. the
character of the information, the reason such information should be
disclosed,and such facts as may be available regarding the individ-
ual's loyalty and discretion. In each case he will cause the
requisite checks to be made and prescribe appropriate procedure.

c. The information contained in the Conpact Security Policy
Memoranda could seriously embarrass the CiG if it became available
to unauthorized persons. Therefore, in addition to the ordinary
precautions required by the security classifications of these memo-
randa each recipient will take special pains to insure that their
circulation is limited strictly to those who must know the policy
in performance of their duties. All personnel given access to the
information will be cautioned that it is not to be discussed or
disclosed an any way outside the CIG. These memoranda will be kept
in a' bound cover when not in use and kept in a restrictive file in
each office. Should any exception to the foregoing seem desirable,
the matter will be discussed with the Executive for Inspections and
Security.

FOR THE DIRECTOR OF CENTRAL INTELLIGENCE:

“Executive Director

(1812)

-2
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CENTIAL INTELLIG ENCE AGENCY
Washington, ™ C.

ADMINISTRATIVE INSTRUCTION : 16 February 1949
NQ.

SUBJﬁGT: Security Requirements for CIA Porsonrel Bngaged in Private
Foreign Travels :

(This rescinds Administrétive Insbruction [:::::::] datad 2 Septem=
bar 1047,)

l. The policies and instructions contained herein apply to all
individuals who go abroad in a private capacity during any period of
employment or duty with the Central Intelligence Lgoneys  They are not
intended to interfore unduly with personal activities Aduring travel
abroad,but are ¢ssential from a CIA security espect and for the rer-
gonal protection. of the individual concerned.

2. Frior o departure from a duty stobus;
as Clearance will bo obtained from the Chicf of Inspection
and Security.

be Building passes and othor {IA idontification must be sur-
rendered to the Chief of Inspoction and Security.

Ce Addresses through which the individual can be reached
will be filed with the Administrative Officer of the office or
staff activity in which employed.

de Any personal papers or publications %o accompany the in-
dividual will be carefully inspected by the individual concerned
to insure that no information relative to CIA or his connection
therewith is included.

$e In connection with applications for passports or visas:

te There is no objection to identification as an employee
of CIA, if found necessary. If name of employer and business ade
dress is roquired to obtain a visa, the official CIA address
(Central Intolligence Agoney, 2430 E Stroet, N.iV., Jashington 25,
D. C.) may bo given.

be The purpose of the +trip will be stated as for porsonal
bugsiness or pleasure.

¢s Occupation, for entry in possports, will be stated in
broad, goneral teris, e.gs, "Administrator," "Exocutive,;" "Re=
searchor," "Lawyer," "Secrotary," "Stenographer," "Typist,"
"Clerk," otc. Tho designation "U.S. Govornment omployoo" is

RESTRICTED
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CENTRAL INTELLIGENCE GROUP A ‘,;;,.‘(J // 4
Washington, D. C. A LAY
e

j, Azl ]
NUNBER 2 Soptembdr 1947 < //(9/4/7

SUBJECT: Security Requirements for CIG Personnel Engaged in Private
Foreign Travel

1. The policies and instructions contained herein apply to all
individuals who go abroad in a private capacity during any period of em=
ployment or duty with the Central Intelligence Group. They are not in-
fended to interfere unduly with personal activities during travel abroad,
but are essential from a CIG sccurity aspect and for the personal protection
of the individual concerned.

2. Prior to departure from a duty status:

a. Clearance will be obtained from the Executive for Inspec=
tion and Security.

b, Building passes and other CIG identification must be sur-
rendered to the Executive for Inspection and Security.

c. Addresses through which the individual can be reached
will be filed with the Administrative Officer of the Office
or Staff Section in which employed.

d. Any personal papers or publications to accompany the in-
dividual will be carefully inspected by the individual con=~

cerned to insure that no information relative to CIG or his

connection therewith is included.

3, 1In connection with applications for passports or visas:

a. There is no objection to identification as an employce of

CIG if found-necessary. If name of employer and business

address is required to obtain a visa, the official CIG address i
(Central Intelligence Group, 2430 "E" St., N.W,, Washington, D.C.) i
may be given, ;

b. The purpose of the trip will be stated as for personal
business or pleasure.

¢. Occupation for entry in passports will be stated‘as ".Se
Government Employee".

d, Personal address for entry in passport will be stated as
the residential address of the individual, “
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4s It is particularly emphasized that in the course of private
foreign travel CIG personnel should avoid any activity that gives the
appearance of seeking to obtain or develop significant information, The
interests of the CIG and its persennel will best be served if all persons
will remember that during vacation or private business travel they have
no operating responsibility to the CIG.,

FOR THE DIRECTOR OF CENTRAL INTELLIGENCE:

Executive for
Administration ang Management

DISTRIBUTION: A
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CENTItAL TNTELLIGENCE .iGENCY
“lashington, D. C.

Di INISTRATIVE I»szlau‘lm_m_l ' ‘ 20 July 19L9

NO.

SURJECT; Office and Branch Security Officers ° o

Rescisgion: adninistrative In‘struct‘ior;‘l:ldated‘ 25 jugust 1947
1. a. Inorder to mplemnt effectlvely the CIA eéﬁmt,f program,
each Asuistant Director a1d Staff Head will appoint a security
officer to be resPonsmle to him for insuring compliance with CIA

sccurlt/ rejulations ‘and policies within his organizational juris-
diction, to include:

(1) Proper transmission of classified documents.

(2) Observance of the regulations pertainin'g‘to the |
safeguardiig and storage of classified information.

. ,._(3)' ‘Enforcenent of 4're_gu1ations and proyce"dures pertafxxi-
ing to the control and handling of TOP .SECRET nmaterial.

(L)  Devclopment of an effective systen of after-hour
staff mcurlty checks of safes, offices, exposed classified ,
data, etc.

(5) Enforcement of regulations concerning the security
of” ‘ﬁulld:.n"‘s and mstall«..b:.ons.

(6) Security in. office routine. .
(7) Regulations pertaining to admittance of visitors.

C o (8) Restrictions on dissenmination of classified informa-
tion. ' '

(9) Recormending means of indoctrination of personnel in
connection writh maintaining prescribed security standards in -
conversation.

(10). Coordinating with the Chief of Inspection and Security
in the development of a program of continuing security education
suitable for CILi and to the needs of a particular activity.

(11). iaintaining adequate liaison with the appropriate
operations of the Chief of Inspection and Security.
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b. Branch security officers should also be designated
where operational requirements make it advantageous, for

example:

Qontact Branch,0ffice of Operations

Foreign Documents Branch, foice of Operations’
0ffice of the Personnel Officer -
Office of the Services Officer

Office of the Budget Officer

Office of the Management Officer

"¢, . The functions of security officers will be performed
in addition to their normal duties.

5,  If not already done, the names of security officers
appointed under this directive will be submitted to the Chief of
Inspection and Security within one week from date of receipt of this
directive. Subsequent changes will be promptly reported. ‘

3. Security officers appointed for offices authorized to
handle TOP SECRET material will be designated as alternate TOP SECRET

" control officers if not-previously so designoted.

jcers appointed under this directive should

L. Security off
They should prefersbly be above

not be below grade CAF=9 or P=3.
these grades.

5, -~ Office and Branch security officers will not have access
to Personnel Security Files of CIA personnel.

FOR THE DIRECTOR OF CENTRAL INTELLIGENCE:

Executive

DISTRIBUTION: A.
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Washington, D, C, P R TP L /
| STATINTL Pt
| STATINTL MEMORANDUN
| : ' 25 August 1947
'STATINTL NOMBER [ €
’ SUBJECT: Office and Branch Security Officers : 7/»?{1 /‘/ﬁ'

1. a, In order to increase the effectiveness of the CIG security
program, each Asslstant Director and Staff Head will appoint a security
officer to be responsible to him for insuring compliance with CIG security
regulations and policies within his organizational jurisdiction, to in-

clude:

(1) Proper transmission of classified documents,

(2) Observance of the regulations pertaining to the safe- -
guarding and storage of classified infermation,

(3) Enforcement of regulations and procedures pertaining
to the control and handling of top secret materilal,

(4) Development of an effective system of after hour staff
security checks of safes, offices, exposed classified
data, etc,

(5) Enforcement of regulations concerning the security of
buildings and installations,

(6) Security in office routine,

~ (7) Regulations pertaining to admittance of visitors,

(8). Restrictions on dissemination of classified information,

(9) Insuring maintenance of prescribed standard of security
in conversation,

(10) Coordinating with the Executive for Inspection and Security
in the development of a program of continuing security

education suitable for CIG and to the needs of a particu-
lar activity.

(11) Maintaining adequate liaison with the appropriate opera-
: tions of the Executive for Inspection and Security,

b. Branch security officers should also be designated for those
branches whose operations are on a semi~-independent basis. Examples are --

Dissemination Branch, OCD Personnel Branch, A&M
Contact Branch, 0/0  Services Branch, A&M
STATSPEG i Budget and Finance Branch, A&M
; Doguments Branch, 0/0 Management Branch, A&M

Reference. CG?ES]CRKTE D

o
Q
[
o
N
o
o
w
=
o
=
=
ey
o
]
>
A
@)
)
(-]
=
R )
I =
]
PN
2
8
£=
=
o
[=
o
=
o
o
[=]
H
©
B T



STATINTL

™

Approved For Release 2003/01/13 : CIA-RDP81-00728R000100010004-9

RESTRICTED

¢, The functions of security officers will be performed in
addition to their normal duties,

2, The names of security officers appointed under this directive
will be submitted to the Executive for Inspection and Security within one
week from date of receipt of this directive. Subsequent changes will be
promptly reported, '

3., Security officers appointed for offices authorized to handle
top secret material will be designated as alternate top secret control
officers if not previously so designated, :

4. Security officers éppointed under this directive should not be
below grade CAF=9 or P=3, They should preferably be above those grades,

5 Office and Branch security officers willbnot have access to
Personal Security Files of CIG personnel, .

FOR JTHE DIRECTOR OF CENTRAL INTELLIGENCE:

Executive for
Administration and Menagement

ATTACHMENTS: None

DISTRIBUTION: A
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CENTRAL INTELLIGENCE AGENCY
Washington, D. C.

ADMISTLSTRATIVE INSTRUCTION 19 July 1950
NO. A

SUBJECT: Policy ou Clearance of Personnel for Dubtice with Central.
Intelligence Agency.

RESCISSION: Administrative Instruction deted 8 March 1948.

L. Section 102d(3) of the National Security Act of 1947 states:
".. under the divection of the National Security Council - the Director

of Central Intelligence shall be responsible for protecting intelligence
sources and methods...."

2. In the discharge of this responsibility, it is imperative that
personnel assigned to or attached for duty with the Central Intelligence
Agency we:

a. Of excellent character, citizens of the United States
for at least five years, and who have no member of the immediate
family or next of kin subject 4o a foreign power and,

b. Whose loyalty, integrity, discretion and trustworthiness
are unquestioned and,

c. Whose financial habits are such as to render unlikely
their succumbing to any improper influences.
3. To assurs that personnel (including those nominated by IAC
agencics) assigned to or atteched for duty with the Central Intelligence
Agency meet the standards prescribed in the foregoing paragraph, the
Tolloving procedures will be applied in the investigation and clearance
of such individuals:

a. FPrior to entrance on duty with CIA, investigation will
be conducted to the extent nccessary to enable the proper
determination of an individual's eligibility in accordance
with provisions of paragraph 2, except for those individuals
covered by provisions of paragraph 4, below.

b. The minimum investigation will coneiét of:

(1) A check of appropriate records of:

(a)  Department of State.

-1-
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(b) Office of the Director of Intelligence,
Department of the Army.

(e¢) Office of Naval Intelligence
of the Navy.

(d) Federal Buresu of Investigation (including
fingerprint files).

; Department

(e) Police Department in ecach city of employ-

ment and residence in the United States covering.
the pest fifteen (15) years.

(f) Credit agencies.
(g) Civil Service Commission.
(h) House Committee on Un-American Activities.

(i) Director of Intelligence, Department of
the Air Force.

(2) Verification of the individual's Personal History
Statement regerding:

(a) Birth.
(b) Citizenship.
(¢} Education.

(d) Employment for past fifteen (15) years.

(3) Character investigation by interviews with a
sufficient number of personal references given by the
individual end with a minimum of threce other persons
who have knowledge of his activities over a period of

time sufficient to enable a determination as to his
character and integrity.

c. Reports of investigations will be reviewed in each case

by the Chief, Inspection and Security Staff, who will make final
decision as to the ‘acceptability of the individual for assignment
to the Central Intelligence Agency, except in those cases which in

his opinion should be referred to the Director of Central Intelli-
gence for fln&l decision.

. Subject to satisfactory result of checks prescr:.bed by paragraphs
(l) (a), (b), (c), (a), (g), (h) and (i), above, and with the approval

of the Director, individuals whose records show a minimum of ten (10) years

D
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of honorable government service with no subsequent derogatory indicatlons ,
or individuals who have been investigated by en accredited govermment
agency within the past three (3) years with no subsequent derogatory
indications, may be glven provisional clesrance to enter on temporary
duty with CIA prior to completion of Tull security investigation. How-
ever, full investigation will be made in each case and final acceptance
Tor permanent duty (assigned or attached) will be subject to satisfactory
result of each investigation.

5. a. Individuals nominated by IAC agencies for duty with
CIA will be accepted only under conditions preseribed in
peragraphs 3 and L, above.’

b. Each nomination should contain statements to the
effect that the individual nominated: :

(1) Has (or has not) had a minimum of ten (10)
years prior honorable govermment service.

(2) Is (or is not) cleared for handling Top
Secret material in the nominating agency.

(3) Is considered by the nominating agency,
based on such information and records as are avail-
able in the agency, to bossess quellties of integrity
and ‘loyalty sufficient to warrant assignment to duties
involving matters of concern to the national security.

6. ALl personnel assigned to or attached for duty with the Central
Intell.igence Agency will be required to execute & declaration of secrecy.

T. Upon termination of duties with the Central Intelligence Agency,
all personnel will be given an exit interview designed to impress upon
them their obligation with regard to maintaining the security of all
matters pertaining to Centrel Intelligence Agency activities as well as
the provisions of the applicable laws and statutes.

8. Clearance of consultants to be employed on an intermittent
basis will be governed by the following instructions:

a. ‘Clearance will be obtained from the Chief, Inspection
and Security Staff, prior to contacting any individual to
determine willingness to serve CIA as a consultant.

b. After determination of willingness has been obtained:

(1) Pull security investigation will be made in
each case as prescribed for bermenent employees.
«3-
CONFIDENTTAL
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(2) Clearances, when granted, will be:

(a) For not in excess of six-month periods,
subjoct to renewal when concurred in by the Chief,
Inapection and Security Staff, in each cese.

(b) Granted with stated restrictions 1f
security Investigation indicates that full
clearance caunnol be granted and sufficlent
Justification for restrictd employment:can be
presented by the CIA activity concerned. Such
Justification will include the circumstences
under which the consultant will be used and the
classification of information to be divulged.
The personal approval of the Director will be
required for each restricted clearance.

(3) Approval of the Chief, Inspection and Security
Staff, must be obtalned in cach case prior to ucilizing
the services of & consultant within any of the premises
of CIA. ‘ '

9. ' Any exception to the foregoing provisions will require the
approval of the Director of Central Intelligence. :

FOR THE DIRECTOR OF CENIRAL INTELLIGENCE:

’ Acting Executive

DISTRIBUTION: A.
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CENTRAL TNTELLIGENCE AGENCY ANt
Washington, D.C,

TR
ADHINTSTRATIVE INSTRUCTION : 8 March 1548 / of
NUMBER

SUBJECT: Policy on Clearance of Personnel for Dutles with Central
Intelllgence Agency

(Thls rescinds Administrative Instruction[::::::::]dated 1 May 1947.)

1. Section- 102d(3) of the National Security Act of 1947 states:
"esounder the direction of the National Security Council - the Pirector
of Central Intelligence uhall be responsible for protecting intelligence

sources and methodse...!

2. In the discharge of this responsibility, it is imperative that
personnel assigred to or attached for duty with the Central Intelligence
Agency re:

ae Of excellent character, and citizens of the United States
who have no member of the immediate family or rext of kin subject
to a foreign power and,

b. Whose loyalty, integrity, discretion and trustworthiness
are unguestioned and,

c. Whose financial habits are such as to render unlikely their
succumbing to any improper influences.

3. To assure that personnel (including those nominated by IAC agen-—
cies) assigned to or attached for duty with the Central Intelligeree
Agency meet the standards prescribed in the foregoing paragraph, the fol-
lowing procedures will be applled in the investigation and clearance of
such individuals:

a, Prior to entrance on duty with CIA, investigation will be
conducted to the extent necessary to eunsble the proper determina-
tion of an individual's eligibility in accordance with provisions
of paragraph 2, except for those individuals covered by provisions
of paragraph L below,

¥, The minimum investigation Wwill consist of:

(1) A check of appropriate records of:
(a) Department of State,

(b) Office of the Director of Intelligence, Depart—

oy CONFIDENTIAL
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(¢) Office of Naval Intelligence, Department of the
Navy,

(d) Federal Bureau of Investigation (to include finger-
print files). :

(e) Police Department in each city of employment and
residence in the United States covering the past fifteen (15)
years,

(f) Credit agencies.
(g) Civil Service Commission.
" (h) House Committee on Un-American Activities.

(i) Director of Intellié:;ence, Department of the Air
Force. :

(2) Verification of the individual's Personal History State-
ment regarding: ‘ :

(a) Birth

(b) Citizenship.

(¢) Education.

(d) Employment for past fifteen (15) years.

(3) Character investigation by interviews with a sufficient
number of personal references given by the individual and with
a minimum of three other persons who have knowledge of his activi-
ties over a period of time sufficient to enable a determination
as to his character and integrity.’ :

C. Reports of investigations will be reviewed in each case by
the Executive for Inspection and Security who will make final deci-
sion as to the acceptability of the individual for assignment to the
Central Intelligence Agency, except in those cases which in his ¢
opinion should be referred te the Director of Central ‘Intelligence
for final decision,

L, Subject te satisfactory result of checks prescribed by paragraph
3b (1) (2) (b) (c) (d) (g) {(h) and (i) above, and with the approval of
the Director, individuals whose records show a minimum of ten (10) years

‘of honorable government service with no subsequent derogatory indications,

or individuals who have been investigated. by an accredited government

 Approved For Rgleése 2003/01/13 : CIA-RDP81 -00728R000100010004-9
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agency within the past three (3) years with no subsequent derogatory indi-
cations, may be given provisional clearance to enter on temporary duty with
CIA prior to completion of full security investigation. Howsver, full
investigation will be made in vach case and final acceptance for permanent
duty’ (assigned or attached) will be subject to satisfactory result of each
investigation.

5. a, Individuals nominatled by IAC agencies for duty with CIA will
be- accepted only under conditions prescribed in paragraphs 3 and L
above,

b. FRach nomination should contain statements to the effect that
the individual nominated:

(1) Has (or has not) had a minimum of 10 years' prior
honorable government servicee.

(2) TIs (or is not) cleared for. handling Top Secret:. mate-
rial in the nominating agency.

(3) 1Is considered by the nominating agency, based on such
information and records as are available in the agency, to
possess qualitics of integrity and loyalty sufficient to warrant
assignment teo duties invelving matters of concern to the national
security.

=~ 6. All personncl assigned to or attached for duty with the Central
Inbelllgcnce Agency will be roqulrud to execute a declaration of secrecy.

T« Upon termination of duties with the Central Intelligence Agency,
all personnesl will be given an exit interview designad to impress upon
them their obligation with regard to maintaining the security of all mat-
ters pertaining to Central Intelligence Agency activities as well as the
provisions of the applicable laws and statutes.,

8. Clparance of consultants to be 'cmployed on an intermittent basis
will be governed by the following instructions:

a. Clearance will be obtained from the Executive for Inspection
and Security prior to contacting any individual to detcrmine willing-
ness to serve @IA as a consultant,

®, After determination of willingness has been obtained:

(1) Full security investigation will be made in each case
as prescribed for permanent employees,

(2) AClearar}mN‘F]fDEN-neALwil'l be:

Approved For Release 2003/01/13 : CIA-RDP81-00728R000100010004-9
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(a) f'or not in excess of six-month periods, subject
to renewal when concurred in by the Executive for I

and Security in each case,

(b) Granted with stated restrictions if security inves-
tigation indicates that full clearance cannot be granted and
sufficient justification for restricted employment can be
prescnted by the CIA activity concerned, Such Justification
will include the circumstances under which the consultant
will be used and the classification of information to be
divulged, The personal approval of the Director will be

- required for each restricted clearancc,

(3) Approval of the Executive for Inspection and Security
must by obtained.in ecach case prior to utilizing the services of

a consultant within any of the premises of CIA,

9% . Any exception to ths foregoing provisions will require the approval

ol the Direetor of GCentral Inte lligence,

FOR' THE DIRECTOR OF CENTRAL INTELLIGENCE :

: ' EXecutive Teor

Administration and Management

 LISTRIBUTION: A
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CENTRAL INTELLIGENCE GROUP

Washington, D. Ce

1ELIORANDUIL 1 lay 1947

NULBER |:|

SUBJECT: Policy on Clomrancce of Personncl for Dutios with
Central Intellipgcnco Group

LFTECTIVE UNTIL 3 JUND 1947 UNLESS SOONER RESCINDED

Cel«Ge Administrative Ordcr:l Subjeet: "Policy on Clcuranco
of Porsonncl for Dutics with Central Intollipcnee Group", datod
25 October 1946, is hercby rescinded offcotive this duto, ond the
folloving is substituted thercfor:

l. The Prosident's lettor of 22 January 1946, rcfcrring to functions
of the Naotional Intellipgenco Authority and the Dircctor of Central
Intollipgence, statos: "In the conduet of their aetivitices, tho
National Intellipenco Authority and the Diroctor of -Contral Intclligenco
shall be responsible for fully protceting intellipenco sources and
methods "

2+ In the dischargo of this rcsponsibility, it is inperative that
personncl assigned to or attached for duty with tho Central Intelligenco
Group be individuals:

ane Of cvxccllent character who arc citizons of the United Statos
and who have no rmembor of the irmediate family or next of kin
thereef subjcet to a forcipn power;

be hosc loyalty, integrity, discrotion and trustworthiness arc
unquestioncd;

cs Whoseo financial status and habits arc such as to ronder un-
likcly their sucoumbing to cny temptation crising from thosc
Sources.

3. To assurc throt nersonnel assimead to or athached for duty with the
Central Intclligenco Group mccot the standuwrds prescribod in the foro-
poing parcgraph, the following proccdurcs will be applicd in the
investipation and clearsnce of such individuals:
t. Investipntion will be conducted to the cxtent nocossory to
= onudblo the proper dotorminction of an individual's cligibility
in accordance with provisions of Peragraph 2, cxcopt for thoso
individuals covered by provisions of Paragraph 4 below. The
minimum investigation will consist of:

(833) CONFIDENT IAL
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(1) & chcek of appropriato rccords of cmoh of tho following:

(n) Dcpartment of State.

(b) Offico of the Dircetor of Intelligenco, War
Departnent.

(c) Offico of Ioval Intellipienco, Navy Departuents

(d) Fodoral Burcou of Imvestisation (to include finpor-

5 G

print filcs).

(o) Police Department in cach city of ¢rployment ond
residonce in' the United States for past fiftoen
(15) yeors.

(f) Credit agencics,

(2) Vorificntion of the incdividual's Personal Higtory Stntoment

regarding:

(=) Birth.

(v) Citizonship.

(¢) Education,

(a) Imploymont for past fiftcen (15) yoors,

~ (3) Charactor investigntion by intcrviows with porsonnl

references glven by the individual and with o mininunm

of thraoc other pcrsons who have lmowledge of his activitics
over o period of time sufficicnt te onable a determinction
as to his character and intoprity.

be Rerorts of investipgations will be roviewed in cach casc by the
Scourity Officor of the Central Intelligonce Group who will
verify thut the sbove procedurc has boon carrice out, Final
Geelsion es to the accentability of the individual for assipne
rnent 80 the Contral Intellipence Group will rest with tho
Dircctor of Contral Intolligence.

4. ‘¥herc there hes beon a provious satisfactory charactor and loyulty
investisation by the War or Navy Dopartment, Department of State, or

: other Governmont agenoy, or where thore arc other available rocords

! indicoting a ninimum of ten (10) ycars, honorable Government sorvico

i with no subscquent information croating a suspicion of disloyalty or

| question &s to intogrity, the informetion derived thorcfron may, ot

‘ the option of tho Dircctor of Central Intelligence, constitute tho
basis for clcarancc of an individual for assipnment to or attachmont

CONFIDENTIAL
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for duty with tho Central Intolliponce Group. However, in cach casc
of elearancc based on a provious satisfactory charucter and loyalty
investirution or on thu basis of a ninirun of ton (10) years honorablo
Governnment sorvico, o chock of appropriate rocords of tho Dopartmont
of State; Offico of tho Dircctor of Intellipenee, Wor Doportmont;
Offico of Nuval Intellipenco, Navy Departnent; and tho Fedoral Burcau
of Investigation will be mado. :

5+ ae¢ Vhen cn IAB ricnber ageney is roquostod to detail personnol
4o duty with the Contral Intcllifence Group, noninations
of individuals for such duty will ineclude o writton stoto-
nont cortifying to their loyalty and poncral inteprity bascd
upon knowledro available in tha noninating apency.

be Such individuals, vwhen acceptoed, will be pormittod to ontor

on duty with CIG provisionclly, but will thorcafter be checkod
for sveurity in the some nannck as for all other individuals
entoring on duty- (sco parn. 3 and 4 above).

6+ Only upon specific approval of tho Dircotor of Central Intclligenco
in cach cosc will on individual be pernittod to cntor on duty with the
Contral Intclligenoo Group prior to the corplction of tho full scourity
clearance proseribed hercin.

7. All porsonnel assipgned to or attached for duty with ‘.o Contral In-
telligunce Group will be roquired to cxceuto a declaration of socrecy
which will be adninistorcd by the Dircetor of Contrnl Intolligonce cor
his muthorizod reproscntatives ' '

8+ Upon tormination of dutios with thc Contral Intelligence Croup, all
porsorncl will be given an oxit intorviow dosigned to impross upon them
their obligation with repard to naintaining tho sceurity of all matters
portoining to Contral Intelligence Group anchivitios us well as tho pro=
visions of thc applicablo laws snd statubcss - k

9. Any cxcevtions to tho forcgoing provisions shall require the approval
of the Diroctor of Contral Intcllipencs, '

FOR THT DIRCCTOR OF CENTRAL - INTELLIGENCE:

Exceoutive for Persomncl
and Administration

ATTACHIENTS: Nono
DISTRIBUTION: A

CONFIDENTIAL
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FOLIOY O GLEGANCE OF Paiio) JL FOR L ;*// / 4 7
DUTTES T CELITAL, 1 TOLLIGS CE GROUE ’

1. The President's letter of 22 January 1946, referring to

. functions of the National Intellirence Autnority and the Director
of Central Intellizence, states: "In the conduct of their activities,
the Hational Intellipence Authority and the Director of Central
Intelligence shall be responsible for f\ill:,r nrotecting intellicence
sources and methods "
2. . In the discharg;e of this responsibility, it is imperative that
personnel assirned to or attached for duty with the Contral Intel_li.:-.ence

Croup be individuals

a. Of excellent character who arc citiz ens of the United
States and Who nave no emper of the ix:utndiaté family or next of kin
- taereol subject to a foreirm power:
b. ::’Ezose loralty, integrity, discreticn and trust-
worthiness are Lmquostioned;‘ ‘
Cs '.fnose Tinancial status and habits are such as to render
unlikely their succwibing to any temptation ai‘iSing from
these sources,
3. To assure that nersonnel assigned to or attached for duty
with the Central Iltcllnfmcc Group meet the standards prescribed in the
foregoing paracravh, the folloving procedures will be apnlied in the
inves"bi:;a‘bion and clearance of such individuals:
a« Investiration will be conducted to the extent necessary
to enablc the proper determination of an imiividual"s elizibility in
accorclzmce with provisions of Faragraph 2, e: wcept for those individuals
covered hy provisions of Farasraph L below., The -inimum investization
will consist ol
(). A cliecl-: of appronriate records of each of the following:
(a) ber_:;artmen’o of State.
(b) " Office of the ‘Director of Intelligence, “ar Departmont
(c). Office of Naval Intelligence,. iavy Department,
(d) jf'ederal‘lBureau of investigation ( to include fingérprint files
(e)‘ _l—"diicé Departrnient in each ¢ity of employment and residence
| in the United States for nast 'fiftee'n (15) ,';rea‘r's.y

o Appro(\{'s}i F%B&msgr%(eﬁlgy;lli : CIA‘-RDP‘81'-007‘28_3000"|9991Qoq‘4'9v
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(2) Verilication of the indivitual's icrsonal hstory

4

25 Unt

Statement regarding:

(n) Birtn.

(b) Citizensaip.

(e¢) Dducasioi.

(d) FEmployment for past [ilteen (1E) years.
(3) naracter investigation by interviews with personal
references piven by y'l',‘ne incividual and =riba a mirndme: of three
other persons who have knoviledue of his activities over a

period of time suilicicnt to enable & determination as to his

character and integrity.
be Reports of investijations vill e reviewed in cac‘rL case by
the Security Officer of the Central Intellijence droup who 111 vz-:rj.i‘y that the
above procedure has been carried out. Final decision as Lo the accepbability o
the individual for assignment "ol the Central Intellisence Group will rest
with the virector of Central Tibelliyences.
i, ‘where there has .een a wrevious satisfactory character and loyalty
investigation by the “lar or Lavy Department, Department of wtale, or other '

Government agency, or where there are other availavle records indicating a

iminimun of ten (10) years honorable Governrent service -rith no subsequrnt

information creating = suspicion oi disloralty or question as Lo inbesrity,

‘the intormation derived therefrom may _at the option of the Mrector of
¥ 3 I

Central Intelli_ence, coustitute the basis Tor clearance of an individual

for assi_mment to or attachment for duty with the Central Intelligence Lroup.

Yowever, in edch case of ¢clearance hased on a nrevious satisiactory character
and loralty investigation or on e basis of 3 minlmum off ten (10) wears

“onotaple wovermient service, a cieck of a propriate recordz of the
} .
Department of State; office of the Director of Imtellience, “far- Department

Office of raval Intellsisence, iavy Department and the rederal 3ureau of
Investi_ation will be mace.

¢, In the. event that a memver Department is reguested oy the Director

~ E

of (entral Intelligence to nominate an individual of the member Department
for duty wita the Central Intelligence uroup, it is expected that such a

nomination, vhen transmitted to the Jirector of Central Intelligence, will

‘be accompanied by a written ‘statement to the effect that the nominating

Department, pased upon 1ts own knowled,e of the individual_recom:’ncndec‘v.,

* o certifies to his loyalby and fitness for ‘duty.
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. Only upon specilic agproval of the director of Uentral Intellijence

in eaeh case will an individual ve neraitted to onter on duty with the

: Central Intellijence Yroup  prior to the completion of the Iull security
; clearance prescribed verein,

T« All personael assigned to or attached for duty with the Central
Intelligence vill be recuired to exccutc a declaration of secrecy which
vwill oo administerced uy the Director off Central Intellipence or his author-
ized representative,

8. Upon termination of dutics with the Uentral Intellijence Group
all persomel will be _iven an exit interview desi ned to impresgs upon them
their onlijation with re_ard to waiutaining the seeurity of all matters
pertaining to Central Intelli_ecnce uroup activities as well as the provisions
of the arplicable Llavrs and stiiutes.

Je Ay exceptions to the {orc oin, provisionc shall reauire the

-approval o: tue Ulrector oi Lentral Inbelli_ence.

FOR THE OLHLCICW wo' CLETH L LiivLLId!

25X1A

eputy Loecutive for lersonnel

and Administration
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CENTRAL INTELLIGENCE GROUP

C.I.G. ADMINISTRATIVE ORDER | /2 / / 7// 7

SECURITY OF ACTIVITIES PERTAINING TO
THE OFFICE OF SPECIAL OPERATIONS

1. In view of the 1mportanco of limlting knowledge of the
netivities of the Office of Special Operations, the additional
wmstructions contained in this memorandum pertalning to sec-
urity of that office are applicable to all personnel of the
Contral Intelligenge Group.

a. Personnel of Special Opecrations, C.IL.G., have been
iustructed to confine theilr contacts and visits to other
offices of C.I.G. to the minimum‘necossafy to transact
sfficial businoss. All psrsonnel of other offices and_staffs
of C.I.G. will similarly confine their contacts with ond
visits to Special Operations to the minilmum necessary to
transact official business.

b. Likewise, it 1s highly desiraﬁle thaf contacts with
State, War, Navy and other Departments of the Government
pertaining to the business of Special Operationé be confincd
to the minimum end that these contacts be controlled by
Special Opérations. The Assistant Directof for Special
Opcrations, C.I.G., has designatecd the Control Branch,
Sncclal Operations, as his agency to control and qonduct
these contacts. Consequently, ail personnel of the staflf
and other offices of C.I.G., inciuding personncl of the

Torsonnel and Acéministrative Branch, assigned to operationel

Apprdved For Release 2003/01/13 : CIA-RDP81-00728R000100010004-9 .
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support of the Office of Speclal Opcrations, who desire to
make outside contacts concerning the busincss of the Office-’
of Special Operations will, beforo making such contacts,
clear their business concerning outside departments and

agencies with the Coatrol Branch, Specilal Operations.

FOR THE DIRECTOR OF CENTRAL INTELLIGENCE:

Distfibution Exccutive for Personnel and
A1l C.I.G., Personnel Administration
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